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Together is power.

McAfee MVISION Cloud for Office 365

McAfee® MVISION Cloud for Office 365 helps organizations securely accelerate their
business by providing total control over data and user activity in Office 365
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Data Loss Prevention (DLP)
Prevent regulated data from being stored in Office 365. Leverage McAfee’s content analytics engine to discover sensitive data created in or uploaded to
Office 365 based on:

Skyhigh Incident Management

Poicy incidents | Thieats & Anomalies User Actiy v/

- Keywords and phrases indicative of sensitive or regulated information
Policy Incidents

« Pre-define alpha-numeric patterns with validation (e.g. credit card numbers) . . T

- Regular expressions to detect custom alpha-numeric patterns (e.g. part numbers) &2 iocerts . @
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- Keyword dictionaries of industry-specific terms (e.g. stock symbols)

Collaboration Control

Prevent sharing of sensitive data with unauthorized parties via OneDrive/SharePoint Online file and folder collaboration, as well as Exchange Online in real-time.
McAfee can enforce secure collaboration based on:

Files/folders « Content Email « Content
E « Internal users/user groups « Internal users
» Approved business partners « Approved business partners
- Personal accounts (e.g. gmail.com) - Personal accounts (e.g. gmail.com)

« Links open to the internet

« Links accessible to internal users

Access Control

Protect corporate data from unauthorized access by enforcing granular, context-aware access policies such as preventing download of sensitive data from
Office 365 to unmanaged devices.



DATA SHEET

Activity Monitoring

Gain visibility into Office 365 usage and accelerate post-incident forensic investigations by capturing a comprehensive audit trail of all acitivity. McAfee captures
hundreds of unique activity types and groups them into 14 categories for streamlined navigation.

Unified Policy Engine

McAfee leverages a central policy engine to apply consistent policies to all cloud services. There are three ways to define policies that can be enforced on new and
pre-existing content, user activity, and malware threats.

PO“cy templates Performs action Alert is triggered User is coached User fixes it Alert resolved
Operationalize Office 365 policy

enforcement with pre-built templates End v
based on industry, security use case, user @’ m 0

and benchmark.

Policy import soC
IN Import policies from existing security analyst

solutions or policies from other
McAfee customers or partners.

Focuses on high
severity incidents

Policy creation wizard

Create a custom policy with Boolean
logic to conform to any corporate or

regulatory requirement.

Incident Response Management

McAfee integrates with your existing security solutions including the leading vendors in:

- Data loss prevention (DLP)  Next-generation firewall (NGFW) « Enterprise mobility management (EMM/MDM)
« Security information and event management (SIEM) » Access management (AM)
« Secure web gateway (SWG) « Information rights management (IRM)
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McAfee Sky Gateway
Enforces policies inline for data in motion in real-time.
Email mode
Leverages the native mail flow to enforce policies across
all messages sent by Exchange Online inline or in passive McAfee Sky Link
. el °
monitoring mode. 1
1

Universal mode !
Sits inline between the user and Office 365 and steers .
traffic after authentication to cover all users and all ®

. . McAfee Sky Gateway
devices, without agents.

9 Universal Mode
McAfee Sky Link
Connects to Office 365 APIs to gain visibility into data fé/ln:/;\ifle,agl(;)‘;Gateway
and user activity, and enforce policies across data .
uploaded or shared in near real-time and data at rest. MCAfee
McAfee Lightning Link ¢
Establishes a direct out-of-band connection to Office X McAfee Ground Link
365 to enforce policies in real-time with comprehensive ®
—
data, user, and device coverage.
McAfee Ground Link
Brokers the connection between McAfee and on-
premises LDAP directory services, DLP solutions,
proxies, firewalls, and key management services.
Visit us at www.mcafee.com.
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